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CRIMINAL LAW: _ \
Whether Security System '
Violates Eavesdropping

tionorable Bernard Carey
State's Attorney, Cook Co
Civil Division

500 Chicago Civic Center
Chicago, Illinois 60602

Dear Mr. Carey:

wherein you ask whether a

I have fodr letta

security system yhlich a corpotration proposes to install in

your ingl\iry becays¢ in each case the answer depends on the

fgcts'as und bys/the trier of facts. The security system
you déscribg could be operated in such a way and the facts
could be so found by the court or jﬁry that there would be
no violation of the eavesdroppiﬁg_statute. But the outcome

of any given case cannot be predicted as a matter of law

‘until findings on the relevant facts have been made.
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The proposed system is activated by a restaurant
employée when he determines that criminal activity is in
progress or by the criminal activity itself, such as the
: entering of a restaurant during a burglary. Upon activation,
persons at the restaurant's central security station are
able to listen to and record conversations in the restaurant.ﬂ“
Qn the basis of these conversations, the persons'at the
central security station hope to be able to advise the
police as to what type of criminal activity is being under-
taken. The corporation plans to place 6 inch by 7 inch
notices at all restaurant doorways. These notices warn of
the presence of the security system and state that the
security system:

"WHEN ACTIVATED BY UNAUTHORIZED CONDUCT, CONTAINS

A LISTEN-IN/RECORDING DEVICE --YOUR ENTRY UPON

THESE PREMISES IS DEEMED TO BE YOUR CUNSENT TO THE

USE OF THIS SECURITY SYSTEM."

Section 14-2 of the Criminal Code of 1961 (Ill.
Rev. Stat. 1977, cn. 38, par. 14-2) defines the offense of
eavesdropping in pertinent part as follows:

"A person commits eavesdropping when he:

(a) Uses an eavesdropping device to hear or
record all or any part of any conversation unless
he does so (1) with the consent of all of the
parties to such conversation or (2) with the
consent of any one party to such conversation and
in accordance with Article 108A of the 'Code of

Criminal Procedure of 1963', approved August 14, -
1963, as amended; ‘

x % % "
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Section 1l4-1 of the Criminal Code defines the term "eaves-
dropping device" as folloﬁs:
"(a) Eavesdropping device.

_ An»eaﬁesdropping device is. any device capable i-;;
of being used to hear or record oral conversation
whether such conversation is conducted in person,
by telephone, or by any other means; Provided,
nowever, that this definition shall not include
devices used for the restoration of the deaf or
hard-of-hearing to normal or partial hearing.

| ® ok % ' | "

'It is clear thét the security system uses an
"eavesdropping device". Thus, the system will result in
eavesdropping‘unlesé (1) all parties to conversations mon-
itored and recorded by means of the system consent to the
listening and recording; or (2) one party consents and
authorization to use an eavesdropping- device is obtained by
order of a court in éccordance with article 108A of the Code
of Criminal Procedure of 1963. (I1l. Rev. Stat. 1977, ch.
38, par. 1luUBA-1 gg.gég.) The second alternative could not
be used becaﬁse it is not applicable to the operation of the
pfbposed.security syétem.

The legality of the proposed security system
therefore depends upon having the 'consent of all of the
parties to * ® * [the] conversation" in each cése. The
statute does not define "consent", but the courts have held

that knowing acquiescence constitutes consent for the purposes:

of the Illinois eavesdropping statute. (In re Conservatorsnip
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of Stevenson (1970), 44 111. 2d 525, 532.) The Supreme

- Court in Feople v. Ardella (1971), 49 I1l. 2d 517, 522, neld -

that it was not error for the trial court to have concluded = -~

that the defendant had knowingly acquiesceﬂ to the recording {”\tl.

_:of his conversation; testimony demonstréted that the defendanfl»‘zx
in Ardella had been orally informed that his conversation |
was to be recorded and further showed that the defendant had
seen the recording equipment during his cdhversation.

Relying on the Ardella dééision, I advised in
opinion No. $-736 (1974 I1l. Att'y Gen. Op. 155, 159) that
‘prisoners in a county jail impliedly consented to the moni-
toring of their conversations when they had been informed
that the jail's monitoring system would be used to listen to
‘their conversations. More recently, the Appellate Court for

tie Second District has stated in People v. Myles (1978), 62 .

I11. App. 3d 931, that the eavesdropping statute was not
intended to prohibit the monitoring of outgoing telebhone
calls from a jail inmate when the inﬁaté was warned by two
large signs next tb the telephone that all calls were monité;ed.
- Therefore, if the proposéd'sécurity system was, iﬁé
a given case; activated in accordance with the ﬁarning §
notices andiif those notices were so posted and phrased that
customers, invitees or intruders knew or should have reasoné%{y
known that the listening-recoxding might, in specifiedA 5

circumstances, come into operation, the authorities above
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referred to would warrant the conclusion that there had been

© consent by acquiescence (or conduct) by all the parties to

‘that conversation. A customer, invitee or'intruder who sees
'ffand understandsithe restaurant's warning that its security

-system 1is activate& by unauthorized activity can be said to
have impliedly‘conSented to the'monitoriﬁg and recording of -
his conversation if the systenm is in fact activated under
the circumstances stated in the warning notice.

In addition, so far as anyone who engages in
criminal activity is concerned, any stateménts he makes may
- not be made with an expectation of privacy. - Thus, they
would not be éommunications which the eavésdroppiﬁg statute

is intended to protect. (See, People v. Klingenberg (1975),

- 34 I1l. App. 3d 705, 708.) -

The questions of whether a customer, invitee, or
intruder read the restaurant's notice and understood it to
apply to his activity in the restaurant, or should have
reasonably so read and understood it, and of whether the
.person's statements wefe made With-an expectation of privacy
are questions of fact. ,Tﬁése queétions of fact must be
decided by the trial court baéed on.the evidence in the
- particular case. The restaurant's conspicuous warnings of
the operation of its Security system in many cases will
result in the parties to conversations conéenting by fheir'?

acquiescence (or conduct) to the monitoring and recording of
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their conversations and thus the monitbring and recording
wili not constitute eavesdropping. Some conversations
monitored and recorded by the restauraﬁt's;seéurity system
,probably will not be made with an ekpectation of privacy and -
thus the monitofing and recording would ndt constitute
eavesdropping. Beéaﬁse the security éystem.will monitor and
fecord each cohverstion within a unique factual setting,
however, it is impossible to state that the restaurant's
security system will never result in a violation of the
eavesdropping statute. |

Very truly yours,

ATTORNEY GERERAL




